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On 22 November 2022, the Court 
of Justice of the European 
Union (the “CJEU”) struck 

down the provision of the 5th AML 
Directive 2018/843 (AML V) which 
provided that EU member states 
must ensure that information on 
the beneficial ownership of compa-
nies within their territories is acces-
sible in all cases to any member of the 
general public.  
 
In Luxembourg, the invali-
dated provision served as a 
legal basis to allow the public 
at large to access personal 
data of ultimate beneficial 
owners (UBOs) contained in 
the UBO register. Such general 
accessibility (i.e. in all cases to any 
member of the general public) has 
been considered by the CJEU to 
constitute a serious interference 
with the fundamental rights to privacy 
and the protection of personal data.  
 

Topic of controversy 
 
The CNPD, the Luxembourg data protection author-
ity, as well as privacy advocates, had previously raised 
questions on the accessibility by the general public 
without the need for a legitimate interest of the person 
accessing the data (see for example “UBO register: a 
data privacy no man’s land?” in Agefi February 2019). 
Indeed, since the effective implementation of the AML 
V, any member of the general public had free access 
to certain personal information of UBOs registered 
with the Luxembourg Trade and Companies Register 
(the “LBR”).  
 
As a reminder, the beneficial owner is any natural per-
son who ultimately owns or controls the customer or 
any natural person on whose behalf a transaction or 
activity is being conducted. In the case of corporate 
entities, the threshold of more than 25% sharehold-
ing/ownership interest held by a natural person is con-
sidered an indication of direct ownership.  
 
While under the 4th AML Directive 2015/849 (AML 
IV), the UBO register was accessible to “any person 
or organisation that can demonstrate a legitimate in-

terest”, such legitimate interest requirement had 
disappeared in the AML V.  

 
The Luxembourg law of 13 January 2019 
establishing a Register of Beneficial Own-
ership (the “Luxembourg UBO Register 
Act”) even extended the scope of per-
sonal data contained in the UBO register 
– a possibility that the AML V allowed 
for. The Luxembourg legislator took this 

freedom to add the date and place of birth 
of beneficial owners being available in the 

UBO register. However, it did not follow 
the CNPD’s suggestion to subject access 

to the UBO register to the fulfilment 
of security measures, an online 

registration as well as the 
payment of a fee.  
 

Consequently, beneficial 
owners saw several of their 

personal data disclosed to the 
public at large as from the avail-

ability of the UBO register: their 
name, nationality, birth information (in-

cluding place, year, month and date), country of res-
idence, as well as the nature and extent of the 
beneficial interest held.  
 

Invalidation by the CJEU 
 
In both cases that the Luxembourg District Court re-
ferred to the CJEU, it had been requested to impose 
an injunction requiring the LBR to restrict access to 
certain information on the beneficial owners. The LBR 
had previously refused such restriction requests of the 
relevant companies. The LBR argued that the requests 
did not meet the requirements of exceptional circum-
stances or any of the risks referred to in the Luxem-
bourg UBO Register Act, such as disproportionate 
risk, risk of fraud, kidnapping, blackmail, extortion, 
harassment, violence or intimidation.  
 
Upon the Luxembourg District Court’s requests for a 
preliminary ruling, the CJEU ruled on 22 November 
2022 that access by the general public to information 
on beneficial ownership as provided in  
Article1(15)(c) of AML V, and thus by a potentially un-
limited number of persons, constitutes a serious in-
terference with the fundamental rights to privacy 
and the protection of personal data enshrined in Ar-
ticles 7 and 8 of the Charter of Fundamental Rights of 

the European Union. It held that the potential conse-
quences for data subjects resulting from a possible 
abuse of their personal data are exacerbated by the fact 
that the data cannot only be freely consulted, but also 
retained and disseminated so that it becomes increas-
ingly difficult, if not illusory, for them to defend them-
selves effectively against abuse.  
 
The EU Council’s and Commission’s argument that 
the previous condition requiring a legitimate interest 
of the person accessing the data resulted in practical 
difficulties as a uniform definition of such legitimate 
interest was lacking was countered by the CJEU that 
the difficulty to provide a detailed definition of the cir-
cumstances and conditions under which the public 
may have access to information on beneficial owner-
ship cannot justify providing access for the general 
public to that information.  
 
Therefore, the CJEU declared Article 1(15)(c) of AML 
V invalid in so far as it amended Article 30(5)(1)(c) of 
AML IV in such a way that it provides that Member 
States must ensure that information on the beneficial 
ownership of companies and other legal entities in-
corporated within their territory is accessible in all 
cases to any member of the general public.  
 
The CJEU’s judgment is not open to appeal. Both cases 
in which preliminary rulings were requested on this 
topic have been referred back to the Luxembourg Dis-
trict Court to continue the domestic proceedings.  
 

The fate of similar or related 
 data processing activities 

 
Comparing such disclosure to the mandatory disclo-
sure of the legal representatives of companies, such as 
foreseen in Directive (EU) 2017/1132 as amended (see 
CJEU case C-398/15 Manni), the CJEU held that those 
mandatory disclosures differ both in purpose and 
scope in terms of personal data covered which could 
justify a different approach.  
 
Meanwhile, UBO data has been collected and pro-
cessed by data brokers. Is the collection and the further 
processing of the UBO data by the public at large and, 
for example, by data brokers illegal per se ? For the fu-
ture collection of UBO data in any event yes, but for 
UBO data that have been collected before the CJEU’s 
judgment, the same probably applies as well since Ar-
ticle 1(5)(c) of Directive 2018/843 is deemed to have 
never existed as a result of its invalidation. 

Consequences 
 
Once the CJEU’s judgment was published on 22 
November 2022, the Luxembourg UBO register has 
blocked public access to UBO data.  
 
Since 6 December 2022, access to the register has 
been restored for certain professionals that previ-
ously had an identified access. The Ministry of Jus-
tice announced that in the days following 6 
December 2022 access will be restored for (i) press 
representatives that have a legitimate interest to con-
sult the register in the context of their journalistic re-
search, and (ii) professionals within the meaning of 
the Luxembourg AML Law of 12 November 2004 
as amended. In a later phase, access will also be re-
stored for other actors with a legitimate interest and 
with a link to the fight against money laundering 
and terrorism financing(1).  
 
The invalidation of Article 1(15)(c) of the AML V re-
sults in principle in the revival of the initial text of 
Article 30(5)(c) of AML IV and must thus be read as 
it existed before the amendment by the AML V: “to 
any person or organisation able to demonstrate a le-
gitimate interest”.  
 
It is now up to the Luxembourg legislator to amend 
the Luxembourg UBO Register Act in order to bring 
it in line with EU law once more. For now at least, 
that means Luxembourg law will have to be aligned 
with the initial text of Article 30(5)(c) AML IV and 
to reintroduce the requirement of “legitimate inter-
est”. As long as the Luxembourg UBO register has 
not been amended by the Luxembourg legislator, 
we take the view Luxembourg courts and authori-
ties will have to leave Article 12 of the Luxembourg 
UBO Register Act non-applied in all pending and 
possible future cases.  
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1) Communiqué du ministère de la Justice du 6 décembre 2022, “Accès 
au RBE: Accès rétabli en faveur de certains professionnels et de la presse”. 

GDPR & AML: no longer public access  
to UBO data without legitimate interest

The European Investment 
Bank (EIB) — in collabora-
tion with Goldman Sachs 

Bank Europe, Santander and So-
ciété Générale — launched Project 
Venus, their second euro-denomi-
nated digitally native bond issue 
and first using private blockchain 
technology. The €100 million, two-
year bond was issued, recorded 
and settled using private block-
chain-based technology, and repre-
sents the inaugural issuance on 
Goldman Sachs’ tokenisation plat-
form – GS DAPTM.  
 
Banque de France and the Banque centrale 
du Luxembourg took part in the project 
to provide a digital representation of euro 
central bank money in the form of tokens. 
Société Générale Luxembourg and 
Goldman Sachs Bank Europe SE acted as 
on-chain custodians. Allen & Overy advi-

sed the bank consortium. Project Venus 
consists of the issuance by the EIB of a 
series of bonds on a blockchain, where 
investors purchased and paid for the secu-
rity tokens using traditional currency. The 
joint lead managers — Goldman Sachs 
Bank Europe SE, Santander and Société 
Générale — then settled the underwriting 
against the issuer using a representation 
of central bank money, the central bank 
digital currency.  

The transaction paves the way for future 
on chain derivative solutions, by using 
the first interest rate swap hedge repre-
sented through the industry developed 
common domain model (CDM).  
 
The new digital bond is the first syndi-
cated deal settled T+0 and the first cross-
chain Delivery vs Payment (DVP) settle-
ment using an experimental CBDC 
token. The issuance is also the very first 

digital bond executed under the 
Luxembourg law. 
 
Mathew McDermott, Global Head of 
Digital Assets at Goldman Sachs said: 
“With this new digital bond, EIB is 
again showing its leadership in capital 
markets, pushing innovation further by 
pricing the first syndicated digital bond 
on a private permissioned chain and 
settling T+0 across two blockchain net-
works.” 
 
John Whelan, Managing Director of 
Digital Assets at Santander said: “Once 
again, Santander is delighted to work 
with the EIB on this innovative bond 
transaction that provides a new land-
mark in the digital securities market.” 
 
Jean-Marc Stenger, CEO of Société 
Générale FORGE said: “Societe Generale 
is honoured to be associated again with 
EIB’s second digital euro project, which 
once again highlights our leadership in 
the Distributed Ledger Technology 

(DLT) for cash, for securities and in debt 
capital markets.”  
 
Arnaud Delestienne, Director of 
International Capital Markets and 
Member of the Executive Committee at 
LuxSE said: “We are delighted to build 
on our longstanding and close relations-
hip with the EIB, and for our exchange 
to have been chosen as the venue of 
choice for this digitally native bond. This 
marks yet another firm step towards the 
digitalisation of capital markets, which 
we wholeheartedly support, and we are 
confident that this move will help further 
accelerate the adoption of the DLT tech-
nology in global debt capital markets 
operations.” 
 
Christoph Hock, Head of Multi-Asset 
Trading, Union Investment: “As we 
continue to experiment with blockchain 
technology, we welcome the opportu-
nity to invest in this new digital bond by 
the EIB, this time on a private permissio-
ned network.”

First euro-denominated digital bond on a private blockchain 

EIB innovates with Project Venus
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Banque Internationale à Luxembourg 
(BIL), Spuerkeess et Banque de 
Luxembourg, rejoignent POST 

Luxembourg et BGL BNP Paribas en pre-
nant une participation financière dans i-
Hub. Lancée par POST Luxembourg, et 
rejointe en 2021 par BGL BNP Paribas, la 
start-up est spécialisée dans l’automatisa-
tion des processus AML/KYC.  
 
Afin d’optimiser et de moderniser leurs dispositifs 
opérationnels en matière de documentation et de 
connaissance de leurs relations clients (processus 

KYC), BIL, Spuerkeess et Banque de Luxembourg, 
souscrivent à une nouvelle solution digitale de ges-
tion et de stockage numérique des données et docu-
ments innovante. Les 5 institutions qui y souscrivent 
pourront ainsi mieux servir leurs clients, tout en auto-
matisant une partie importante de leur processus de 
connaissance et de documentation nécessaires pour 
attester de la conformité de leurs relations d’affaires.  
 
Les clients, personnes physiques ou morales, résidents 
et non-résidents, qui utiliseront cette nouvelle solution 
digitale bénéficieront d’un accès gratuit à un dossier 
numérique centralisé et sécurisé permettant de :  
- consulter et actualiser par téléchargement tous leurs 
documents et données d’identification,  

- partager leur dossier avec les établissements clients 
de i-Hub avec lesquels ils entretiennent une relation 
d’affaire, suite à leur consentement préalable.  
 
Pour Banque de Luxembourg, BIL et Spuerkeess, la 
souscription au service d’i-Hub s’accompagne d’une 
prise de participation au capital d’i-Hub, d’ores et 
déjà approuvée par les autorités de contrôle. En tant 
que Professionnel du Secteur Financier (PSF), i-Hub 
répond aux exigences strictes en matière de protec-
tion et de sécurité des données. i-Hub s’est doté d’une 
technologie de pointe hautement sécurisée, localisée 
exclusivement au sein d’infrastructures au 
Luxembourg.  En signant avec les banques majeures 
de la place, i-Hub poursuit sa lancée en proposant 

des solutions innovantes de gestion KYC et ambi-
tionne de devenir un partenaire de confiance incon-
tournable pour tous les acteurs soumis à la règlemen-
tation KYC/AML. 
 
Pascal Morosini, CEO d’i-Hub explique : «Servir les 
banques de manière bilatérale en mode externalisé 
(BPO) est une chose, permettre à leurs clients d’accé-
der à leurs propres dossiers numériques et d’en par-
tager les attributs communs à leurs relations d’affaires 
est une belle avancée technologique. Les banques ont 
bien compris l’importance d’une telle solution d’ex-
ternalisation et de mutualisation des processus 
AML/KYC, qui deviennent de plus en plus coûteux 
et laborieux à maintenir.» 

Les acteurs de la place financière rejoignent i-Hub


