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Modification of corporate documentation in light of GDPR requirements

A

re individuals acting as
directors or managers
“data subjects”? The
answer seems logical but corporate documentation is often
forgotten in GDPR compliance projects. Directors / managers (“executives”) and shareholders’ personal data are
processed by the company,
third parties and eventually
disclosed to the public so that
the company shall be careful to
comply with data protection
requirements.
Which data and for
which purpose?
The first executives’
and
shareholders’
personal data coming
up in mind are those
that are processed in the
context of the Laws of 10
August 1915 on commercial
companies and of 19
December 2002 on the
Luxembourg Trade and Companies Register as well as accountancy
and company annual accounts. For this purpose,
personal data may appear in documents such as
articles of incorporation, board or general meeting minutes or powers of attorney. At first glance,
personal data contained in these documents
seem very limited, a name, a surname, an
address and eventually a date of birth.

However, in the light of the recent CJEU decision in
case C-434/16 Nowak (a reply to a written exam is
personal data), it can be argued that executives’ or
shareholders’ opinions expressed via approval or
refusal of resolutions are considered as personal
data and hence also benefit from the protection set
out in the GDPR.

Processing of executives’ and shareholder’s personal data may also be
necessary for compliance with
other legislation and regulation
such as tax / social security regulation, rules applicable to listed companies or sector-specific regulation
(e.g. financial or insurance sectors)
where the company exercises a regulated activity for instance or AML
rules.
In this context, their personal data
are disclosed to many recipients
such as the (other) shareholders, services providers of the company,
authorities and, as the case may be, even
to the public in the trade and companies
register (and in the future UBO
register, see below).
Next to the processing necessary for compliance with a legal
obligation, companies
may also have a legitimate interest to process
the personal data of their
executives in the context
of press releases or professional associations such as the
ILA or Fedil.

Which legal basis?
Executives / shareholders’ personal data are usually processed for the performance of a contract
(mandate, share purchase agreement) to which the
data subject is party, for compliance with a legal
obligation to which the company is subject and for
the legitimate interests pursued by the company.
In the last case, the interests of the company shall
not override the interests or fundamental rights
and freedoms of the data subject. It is for instance
questionable whether it is necessary to disclose the
marital status or the number of children of a director in a communication to the shareholders or in

publication in a newspaper. Such a disclosure
might be considered as overriding the right to private life and it would be recommended to collect
the consent of the relevant person before disclosing
such information.
With respect to the specific question of the pictures
taken in the context of the mandate of an executive,
the processing can be considered as carried out for
the performance of the mandate or the legitimate
interest of the company, as the case may be.
Consent may nevertheless be considered necessary
on another basis than the GDPR, namely the Law
of 11 August 1982 on the protection of privacy. This
law does indeed require to collect consent of a person before publishing his/her picture. Such a consent is nevertheless presumed where the picture
has been obviously taken during a meeting.

Focus on AML/KYC & UBO register
When they are subject to AML obligations, companies shall perform a customer due diligence which
implies to identify, for companies, the natural persons with a controlling interest and the natural
persons who comprise the mind and management of company. Personal data of executives and
shareholders, may thus be processed by third parties in this context.
Furthermore, a “UBO” register shall be soon implemented in Luxembourg in accordance with Article
30 of the 4th anti-money laundering directive
(2015/849). This register shall contain numerous
personal data of natural person(s) who ultimately
owns or controls the customer and/or the natural
person(s) on whose behalf a transaction or activity
is being conducted. The bill of law implementing
this register in Luxembourg (n°7217) is still under
discussion, however companies may already mention this future processing in the information
notices sent to their current beneficial owners.

What measures should the company take?
This concretely means that the executives and
shareholders shall be informed of the processing

of their personal data carried out by the company
in accordance with Article 13 GDPR. Since these
processing are usually based on other legal basis
than consent (cf. Which legal basis?), the data subjects shall merely acknowledge receipt of the
information in order to ensure compliance with
the accountability principle.
This also means that the executives and shareholders have the rights laid down in Articles 12 et
sqq. GDPR (i.e. inter alia access, rectification, erasure rights). These rights may however be limited in several situations and in particular where
personal data are processed for compliance with
a legal obligation.
It is interesting to note that this rule has been illustrated by a judgement of the Court of Justice
(CJEU) last year. Further to an unsuccessful request
of processing limitation addressed to the Italian
Trade and Companies Register, the administrator
and liquidator of a company had brought his case
to the CJUE. The European Court considered in a
judgement dated 9 March 2017 (C-398/15) that
national law may authorise the Trade and
Companies Register “to determine, on the basis of a
case-by-case assessment, if it is exceptionally justified, on
compelling legitimate grounds relating to their [data subjects] particular situation, to limit, on the expiry of a sufficiently long period after the dissolution of the company
concerned, access to personal data relating to them,
entered in that register, to third parties who can demonstrate a specific interest in consulting that data”. There
is hence no automatic right for executives to “disappear” from Trade and Companies Register.
In the light of the above, we recommend you to
inform your executives and shareholders appropriately on the processing of their personal data.
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ICT SPRING 2018

5,000+ gathered in Luxembourg to discuss digital and space innovation
and RegTech – where notably addressed during
the FinTech Summit.

O

n May 15th and 16th, more than
5,000 professionals participated
to a new edition of ICT Spring.
The event took place at the very heart of
Europe and tackled the trendy topics of
digital, financial technologies and space
innovation. More than 120 international
experts and guest speakers gathered at
the European Convention Center
Luxembourg to share their knowledge,
while more than 80 innovative companies and more than 40 of startups presented their solutions during the twoday conference.

Space Forum
In the past two years, Space mining and exploration has surfaced in Luxembourg, with the country providing a legal framework to exploit space
resources from asteroids, followed by the arrival of
many players active in the space industry in the
country. Once again, Space Forum brought national agencies (ESA, NASA, etc), private companies
and startups together to discuss new infrastructure, satellite data management, IoT, mobility, but
also Earth observation and disruptive technologies used in space.

Startups all over the place

The organizers had the pleasure to welcome
Prime Minister Xavier Bettel (picture), who shared his views on the digital ambitions of the
government. "I always look forward to this event
and to seeing the country's buzzing ICT scene
come together in one single place. Our small
country knows how to open to others and make
successful stories happen," he stated.
According to him, openness is a key enabler of success and he therefore advocated more discussions
and exchanges to produce even more innovation in
Luxembourg but also on a European level.
Pierre Gramegna, Minister of Finance, also attended the event and delivered an inspiring speech:
"Luxembourg is a natural choice for FinTech
companies: our country is rated AAA and we
have the great ability to adapt the regulation,
working hand in hand with the players active in
the financial industry".
During his presentation he also insisted on the
creation at the end of 2015 of the Luxembourg
House of FinTech (LHoFT) and the launch of the

Infrachain initiative. He also highlighted the
excellence of research and education in the
Grand-Duchy of Luxembourg.

Digital Summit
From the development of eSkills in Luxembourg,
pushed by the government, and the necessity to
reinvent Customer Experience in order to answer
the changing needs of clients, to the promises of
Artificial Intelligence, local and international
experts took the stage to share their best practices,
latest findings and innovative solutions. The
power of digital to enable societal progress and

notably the development of smart cities was also
addressed during the conference.

FinTech Summit
With finance historically being linked to the development and success of Luxembourg and digital
redefining the way we consume and live, FinTech
has become one of the hottest topics all over the
world. It was therefore discussed by the guest
speakers of ICT Spring. Partnerships and collaboration between traditional players and startups,
cutting-edge financial services, innovation in payments and compliance – through GDPR, identity

A grand total of 46 startups attended, spoke and
pitched at the event. On the first day of ICT Spring,
the Pitch Your Startup contest also took place.
Organized by Docler Holding, with the support of
BIL, EY, LHoFT and Luxinnovation, the competition was won by Japanese startup Empath Inc.
Sniffy and Mu Design were also recognized during
the ceremony. During the two days, participants
also had to opportunity to discover the latest innovations in the fields of FinTech, ICT and Digital,
with the presence of 80 exhibitors. Robert Pires, the
former soccer player and World Champion with
France in 1998, also attended to event.
According to Kamel Amroune, CEO of Farvest
Group and co-founder of ICT Spring, "the 2018 edition of the renowned web and tech Summit reached new records, with a growing numbers of
speakers, startups and participants. Stay tuned and
expect even more innovation at ICT Spring 2019".
The organizers are proud to announce that the next
edition of ICT Spring will take place in May 2019.
More information: www.ictspring.com

