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Five Things You Need to Know About IP & Technology Law in 2022

S

2021, based on the old SCCs, can be used for
data transfers until 27 December 2022, provided the processing operations remain
unchanged. By 27 December 2022, however, the old SCCs should be replaced with
the new ones.

ince 2020, the Covid-19 pandemic has disrupted business
continuity and work habits,
and most organisations have had
to adapt their organisational and
business processes to deal with the
situation. The vast majority have
thus had to adopt digital tools and
technologies to allow for more
flexible working arrangements, thereby accelerating the digital transformation some had already started.

Trend #2 - Cybersecurity
> An increase in cybercrime

In the field of IP & technology law, we have identified
the following five trends,
triggered by this movement, which will shape your
agenda in the coming year. Increasingly digitalised ways of
doing business and working
have led to a rise in the automatic
processing of personal data.
Homeworking, the steady
growth of e-commerce, and the digital transformation
of companies powered by cloud solutions all raise
GDPR compliance issues, resulting in effective enforcement measures (Trend #1).
The increasing use of digital tools calls for a solid cybersecurity framework (Trend #2), while the implementation of such tools raises legal questions to which
the courts and regulators must find answers (Trend
#3). Digitalised ways of doing business, which bring
with them increasing cybersecurity risks, also make
organisations more vulnerable to the loss of their trade
secrets (Trend #4). Finally, the interconnection and
making available of data, coupled with the rise of digital data, the new oil as some say, and the emergence
of data economies, can offer many opportunities
(Trend #5).

Trend #1 - GDPR enforcement
> More CNPD sanctions and investigations
In the past year, GDPR fines increased tremendously
by 521%, reaching a total of over a EUR 1 billion.(1) In
addition, the Luxembourg data protection authority
(the CNPD) issued its first fining decisions, including
one imposing a record fine of EUR 746 million on
Amazon. More sanctions and investigations are expected in 2022 in several areas. Focus areas include
adtech (e.g. the use of cookies), Covid-19-related data
processing, and international data transfers.
The recently updated CNPD guidelines on cookies
and other tracking devices(2) contain inter alia recommendations and examples of good practices when
using cookies. For instance, the CNPD indicates the
recommended format of the pop-up window to be
displayed in order to obtain free, prior and informed
consent to the use of non-essential cookies. Websites
using such cookies must not have a misleadingly designed consent button (e.g. size, colour or contrast) that
could influence the user’s choice.
The CNPD’s Q&A on data protection in the context
of CovidCheck was last updated on 12 January 2022
and is likely to be updated throughout the coming
year. Finally, the CJEU’s Schrems II judgment(3) has
drawn attention to international data transfers. In this
regard, it is important not to forget to implement the
new SCCs. Contracts concluded before 27 September

Cybercrime is nothing new, but the rapidly
accelerating digital transformation (sometimes organised in an improvised fashion, as in the case of working
from home) and the recent
Log4j security vulnerability have led to an increase in criminal acts
committed
online
through electronic communications networks and
information systems. Although all types of organisations
were affected, financial institutions
were among those hardest hit in 2021. Attracted
by the rising volume of financial data generated by
the mobile banking boom, cybercriminals targeted
fintech applications and online payment systems, as
well as more traditional banking platforms, with
phishing or malware attacks.
A multidisciplinary approach is required to tackle
these types of offences, the legal aspects of which
should not be neglected, from both from a proactive
(IT governance policies, the contractual organisation
of resilience throughout the value and supply chains,
cyber insurance, etc.) and reactive (liability litigation,
sector and data protection notification requirements,
and regulatory investigations) perspective.
In any case, laws and regulations in the area of cybersecurity are clearly increasing. A second Network and
Information Security (NIS) Directive is in the works,
and the existing myriad rules and regulations in the
financial sector (e.g. CSSF Circular 20/750(4) and the
corresponding EBA guidelines(5)) will culminate in the
DORA Regulation(6) (aka the EU’s Digital Operational
Resilience Act for the financial sector) in order to tackle
IT security holistically and further foster the digital resilience of financial players. DORA is intended to create a common set of standards at the EU level to
mitigate cyberattacks and other IT risks faced by financial entities. Amongst other things, it establishes
an incident reporting mechanism and introduces new
powers for financial supervisors as well as a thorough
IT testing system. The DORA Regulation is expected
to apply to a broader range of actors, from credit institutions and investment firms to crypto-asset and
crowdfunding service providers.

Trend #3 - Digital transformation
> Acceleration of digital transformation due to
Covid-19
The Covid-19 crisis has further accelerated the need
for digital client onboarding and a digital client journey, AI-based processes (e.g., chatbots and data analytics), and electronic signature and archiving
solutions. The legal challenges raised by these phenomena and the responses of lawmakers, regulators
and the courts are constantly changing. In 2021, certain
initiatives saw the light, such as the proposal for an
EU regulation on AI, which will introduce different
requirements for AI systems depending on their level

of risk. AI systems falling into an unacceptable risk category would no longer be permitted in the EU, and
high-risk systems would be subject to stringent requirements.
The European Commission also published a proposal
to amend the eIDAS Regulation, which governs a
number of trusted services, in particular the use of
electronic signatures across the EU. The proposal is intended to better and more uniformly regulate other
types of trusted electronic services, such as electronic
archiving, electronic ledgers, digital wallets and
unique identification services. Many of these digital
processes are based on outsourced services and/or are
made possible via cloud solutions. These in turn trigger sector regulatory issues and, in the wake of the
CJEU’s Schrems II judgment, raise data protection
questions (see also Trend #1).
The financial (including investment funds) and insurance sectors should be particularly attentive to the applicable sector regulatory framework. Many financial
institutions had to be compliant with the EBA guidelines on outsourcing arrangements(7) by 31 December
2021, and the CSSF will publish its revamped circular
on outsourcing in the coming weeks. Unlike the EBA
guidelines, the new CSSF circular on outsourcing will
apply to all supervised entities. While the current
guidelines on ICT and cloud outsourcing are set out
in multiple CSSF circulars (such as CSSF Circular
12/552, as amended, CSSF Circular 17/656, as
amended, and CSSF Circular 17/654, as amended),
the new CSSF circular on outsourcing is expected to
consolidate these rules. In addition to the EBA guidelines in this field and the ESMA cloud outsourcing
guidelines, specific rules are likely to apply in Luxembourg to intragroup outsourcing as well as to the outsourcing of internal audit or control functions and
financial and accounting functions.
The DORA proposal deals with ICT organisation in
the financial sector, but some of its provisions can be
expected to have a significant impact on outsourcing
rules as well. Traditional banking and payment service
providers are already accustomed to a strict regulatory
framework for IT outsourcing but will still have to
close a gap. We expect that the funds sector, in particular, will really have to gear up when it comes to outsourcing compliance. In the meantime, many
insurance companies must comply with the EIOPA
guidelines on outsourcing to cloud service providers,(8)
declared applicable by CAA Circular 21/15.(9)

“not generally known”, that has “commercial value” and
which has been “kept secret by the person lawfully in control of [it] by making reasonable provisions”. Businesses
are now clearly more aware of this regime, integrating
it into their overall IP protection and cybersecurity
strategy and, finally, enforcing it. They should nevertheless pay attention to the lawful exceptions and the
fact that the regime does not grant an exclusive right
to information, meaning relying exclusively on trade
secret protection may be insufficient in some cases.

Trend #5 - Open data
> New rules to support data economy by fostering
data sharing
Various legislative initiatives have been taken to support data economy by fostering the exchange of data,
even when it appears difficult to reconcile with data
protection. In the payment services sector and other
financial sectors, open banking, reinforced by the Second Payment Services Directive,(12) is on the rise. It goes
without saying, however, that the open data movement is not limited to banking.
More horizontal initiatives, such as the Data Governance Act,(13) will further bolster data sharing and the
reuse of public-sector data, even when protected by
IP or personal data regulations. This act provides a
framework for «data intermediation» services and encourages «data altruism», permitting individuals and
companies to make data voluntarily available for the
common good such as scientific research. In 2022, a
major new legislative initiative, the Data Act, is expected, which will complement the Data Governance
Act and aims to facilitate business-to-business data
sharing, amongst other things.

Conclusion
While the past two years highlighted the need for digital tools to maintain normal business operations, 2022
will be the year in which companies can review the
choices they made during uncertain times, consolidate
the methods and processes that worked, and assess
the new risks that have arisen. In the end, the new
tools, practices and applications will significantly benefit from a clearer and more harmonised regulatory
framework, which is mainly what we need to keep an
eye on in the coming year.
Vincent WELLENS (picture), Partner,
Carmen SCHELLEKENS, Counsel
Lindsay KORYTKO, Senior Associate
Sigrid HEIRBRANT, Senior Associate
Yoann LE BIHAN, Senior Associate
Antoine PETRONIN, Associate

In addition to the requirements of the EIOPA guidelines, Luxembourg insurance companies must comply with specific requirements relating to
professional secrecy and supplementary contractual
requirements, for example with regard to data and
system resiliency in the EU. They must also document their self-assessment on compliance with the
aforementioned CAA circular.

Trend #4 – Protection of trade secrets
> Heightened attention to the value of information
and the need for protection
Cybersecurity and data protection rules and regulations have raised awareness within organisations of
the value of information and the need to protect it.
Only if valuable internal information is adequately
protected, it can benefit from the EU’s harmonised
and enhanced protection and enforcement regime for
trade secrets, introduced by Directive (EU) 2016/943(10)
(and the 2019 Luxembourg implementing legislation).(11) Indeed, this regime only applies to information
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L’évangélisation par la vidéo

L

celle que l’agence a couverte pour l’EIB,
vue par près de 90.000 personnes. Notre
partenariat avec l’ECCL permet d’offrir la
technologie des metaverses dans la salle
plénière, l’hémicycle ainsi que toutes les
autres salles pour la réalisation de conférences hybrides. Cela dit, après 24 mois,
de nombreuses entreprises comprennent
l’importance d’éviter de répliquer dans le
monde virtuel les difficultés du monde
réel. Travailler en metaverse permet d’opter pour le pré-enregistrement minutieux
dans 90% des cas, tout en gardant les interactions en live lors des Q&A et du networking. L’entreprise contrôle dès lors 100%
des risques et peut réutiliser le jour même
la vidéo en mode «Replay» pour attirer
une audience supplémentaire.

’avènement des metaverses
– réalités virtuelles augmentées – marque un tournant
dans la communication des entreprises. Ces univers vidéo entièrement personnalisés constituent
pour elles un outil puissant en interne et en externe. Jérôme Bloch,
CEO de 360Crossmedia, analyse
ce phénomène.
L’univers virtuel, le socle identitaire d’une entreprise
La phrase «Une image vaut plus que mille
mots» illustre parfaitement le pouvoir de
la vidéo. Gagnant en popularité, a fortiori
dans des univers de travail de plus en plus
décentralisé, la vidéo offre aux entreprises
des réponses pour consolider leur culture
et renforcer les compétences de leurs collaborateurs.
Les metaverses – des univers virtuels
immersifs, interactifs et entièrement personnalisables – permettent d’obtenir des
vidéos beaucoup plus engageantes.
Personne n’oserait monter sur la scène

«La conférence annuelle virtuelle de l’ATEL a été vue par plus de 25.000 personnes, alors que
50 personnes étaient autorisées dans la salle.» Jérôme BLOCH

d’une conférence mal habillé : les metaverses permettent d’apparaître en ligne
sous le meilleur jour.

Partenariats à forte valeur ajoutée
La magie de ces univers est qu’ils peuvent
être intégrés à toute vidéo diffusée en livestreaming, en différé ou même sur toutes

les plateformes de vidéoconférence
(Zoom, Webex, Teams,…). Dans ce registre, 360Crossmedia utilise trois studios à
fond vert : un premier dans ses locaux à
Bonnevoie, d’une capacité de trois intervenants, un second à l’ECCL au Kirchberg
permettant d’accueillir jusqu’à 8 personnes et enfin un studio géant pour la
retransmission de conférences, comme

François Masquelier et l’association des
trésoriers à Luxembourg fédère par
exemple 350 membres, mais leur conférence annuelle virtuelle a été vue par plus
de 25.000 personnes, alors que 50 personnes étaient autorisées dans la salle le
jour J. La clé a consisté à produire un
contenu dédié – préenregistré – pour les
personnes à distance au lieu de streamer
la salle à moitié vide vue du fond !
(www.youtube.com/watch?v=1rUjnF3nHm)

Augmenter la visibilité
d’un événement online
En accumulant de l’expérience dans ce
domaine à travers la www.360box.fr,
360Crossmedia l’a rendu de plus en plus
intuitif et personnalisable. Comme autant
de flèches à son arc, l’agence a élargi sa
chaîne de valeur en proposant l’intégration totale de leur événement – en plus de
la réalisation live et du streaming. Chaque
client peut ainsi déléguer l’habillage graphique, le marketing en amont d’un événement pour garantir un minimum d’inscriptions, le pré-enregistrement des speakers indisponibles – où qu’ils soient localisés dans le monde – à la date choisie ou
encore, la production de génériques ou
vidéos à fort impact. La formation reste
l’ingrédient qui lie tous ces éléments.
C’est pourquoi nous développons des
contenus sur www.360masterclass.com
pour que les entreprises se forment à cette
nouvelle donne digitale et participent activement aux stratégies choisies. Car in fine,
plus personne ne peut se permettre de
sous-traiter toutes les vidéos à un prestataire tant les volumes nécessaires sont
devenus importants.

