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On 18 December 2020, the
European Securities Mar-
ket Authority (ESMA) re-

leased guidelines on outsourcing
to cloud service providers (the
“ESMA Guidelines”). The
ESMA Guidelines aim to pro-
vide guidance to, amongst others,
fund managers, depositaries, as well
as, to competent national supervi-
sory authorities on what regula-
tory standards should apply
in the case of outsour-
cing to cloud service pro-
viders (CSP).

Introduction

The past two years have led to a de-
velopment to regulate (cloud) out-
sourcing increasingly on the European
level. In February 2019, the European Banking
Authority (the “EBA”) guidelines on outsourcing
arrangements, which incorporated the EBA Rec-
ommendations on outsourcing to CSPs, were adopted
and harmonized the legal framework applicable to,
amongst others, banks, e-money and payment insti-
tutions. Furthermore, the European Insurance and
Occupational Pensions Authority (EIOPA) published
on the 31January 2020 the guidelines in the cloud do-
main applicable to insurance and reinsurance under-
takings (the “EIOPA Guidelines”). Given these
developments, it is unsurprising that ESMA has fol-
lowed the approach of the EBA and EIOPA by setting
out a harmonized legal framework that is coherent
with the previously mentioned initiatives for entities
falling under its responsibility. 

This contribution seeks to provide an overview of the
ESMA Guidelines with respect fund managers and
depositaries. To that end, it discusses its scope and
what exactly is to be understood as “cloud outsourc-
ing”. It continues by discussing specific requirements
for the various phases of cloud-based outsourcing and
it concludes by discussing the timeline for implemen-
tation and the to be expected impact in Luxembourg,
where most of these entities are already subject to the
so-called «Cloud» Circular 17/654 of the Luxembourg
financial regulator and the CSSF Circulars 18/697 (de-
positaries) and 18/698 (fund managers).

Scope ESMA Guidelines

What entities are “in-scope”?

To ensure cross-sectoral consistency throughout Eu-
ropean sectorial laws, the ESMA Guidelines are ap-
plicable to a wide range of entities, including,
amongst others:
- investment fund managers (IFMs), including alter-
native investment fund managers (AIFMs) and
management companies for undertakings for col-
lective investment in transferable securities (UCITS
ManCos); and
- depositaries of alternative investment funds (AIFs)
and undertakings for collective investment in trans-
ferable securities (UCITS).

The ESMA Guidelines do not specify whether it ap-
plies to only authorized or also to registered AIFMs.
Furthermore, no specific clarification is given as to
whether it applies to non-EU AIFMs marketing AIFs
in the EU as well. The ESMA Guidelines make, how-
ever, reference to provisions laid down under the Di-
rective 2011/61/EU (the “AIFMD”) and European
Commission Delegated Regulation (EU) 2013/231
that only apply to authorized EU AIFMs and (EU-
based) AIF depositaries.

What outsourced services are in scope ?

The ESMA Guidelines form part of a multi-layered
regulatory framework applying to IFMs and deposi-
taries when outsourcing services. The ESMA Guide-
lines, however, only apply to “cloud outsourcing
arrangements”, which are defined as any arrange-
ments between:
- a firm (e.g. IFM/depositary) and a CSP by which that
CSP performs a function that would otherwise be un-
dertaken by the firm itself; or
- a firm and a third-party which is not a CSP, but which
relies significantly on a CSP to perform a function that
would otherwise be undertaken by the firm itself (e.g.
support PFS). In this case, “CSP” should be read in the
“ESMA Guidelines” as referring to such third-parties. 

In this respect, a CSP means “a third-party delivering
“cloud services” under a cloud outsourcing arrange-
ment. Hence, the definition of “cloud services” refers
to services provided using “cloud computing”, which
must be interpreted in accordance with the NIST def-
inition of “cloud computing”, which also served to de-
fine “cloud computing” within the meaning of the
Circular 17/654, as amended (the “Cloud Circular”)
of the Commission de Surveillance du Secteur
Financier (CSSF). Similar as for the Cloud Circular, the
”cloud computing” definition under the ESMA
Guidelines, thus, refers to five essential NIST charac-
teristics and four deployment models. Unlike in the
Cloud Circular, no reference is, however, made to
service models (Software-as-a-Service (SaaS), Infra-
structure-as-a-Service (IaaS) and Platform-as-a-Service
(PaaS)). The five essential characteristics include (i) (on-
demand) self-service, (ii) broad network access, (iii) re-
source pooling, (iv) rapid elasticity and (v) a measured
service. Furthermore, “cloud deployment models” in-
clude community, hybrid, private and public clouds,
which are further defined in the footnotes of the
ESMA Guidelines. 

Please note, however, that the scope the CSSF Cloud
Circular and the one of the ESMA Guidelines may be
somewhat different. The CSSF Cloud Circular will ex-
clusively apply to the outsourcing of pure IT functions
that are rely on cloud services or a cloud infrastructure,
whereas ESMA Guidelines could also apply to the
outsourcing of business process operations that rely
heavily on cloud services. 

Furthermore, the CSSF Cloud Circular will only be
applicable where «cloud computing» must, in addi-
tion to the NIST characteristics, fulfil the following two
additional criteria:
- under no circumstance staff employed by the CSP
access data and systems that an IFM or a depositary

owns on a cloud computing infrastructure without
prior and explicit agreement of the ISCR and
without monitoring mechanism available to
control the accesses;
- the cloud service provision does not entail
any manual interaction by the CSP as regards
the day-to-day management of the cloud
computing resources used by the client.

Specific Requirements for the various  
phases of cloud-based outsourcing

The ESMA Guidelines set out concrete require-
ments for the outsourcing by IFMs and de-

positaries of cloud services, which also
overlap to a great extent with the provi-

sions of the CSSF Cloud Circular. 

These extensive requirements
can be grouped into (1) gover-

nance, (2) the outsourcing pol-
icy, (3) a pre-outsourcing analysis,

(4) contractual requirements and
(5) audit and monitoring. 

For the cloud-based outsourcing of critical
or important functions, the requirements are

quite prescriptive, whilst greater flexibility is allowed
for the outsourcing of non-critical activities. In short,
the ESMA Guidelines consider any function whose
defect or failure in its performance would materially
impair (i) a firm’s compliance with applicable legisla-
tion, (ii) financial performance, or (iii) business conti-
nuity to be “critical or important”.

Governance

In terms of governance, IFMs and depositaries are re-
quired to clearly assign the responsibilities for the doc-
umentation, management and control or cloud
outsourcing arrangements within its organization.
This includes the appointment of a “cloud officer”. A
risk-based assessment with respect to the outsourcing
of functions or activities has to be performed on an ex-
ante and ongoing basis. The assessment has to be pro-
portional and with a focus on the critical or important
functions that have been outsourced. In particular, as
the ESMA Guidelines require additional criteria to be
complied with for the outsourcing of critical and im-
portant functions. 

Furthermore, the ESMA Guidelines specify certain in-
formation to be included in the written notification to
the CSSF when critical or important operational func-
tions or activities are outsourced. The written notifi-
cation takes into account the principle of
proportionality and mandatorily contains, at least, a
number of items, including, amongst others, a brief
description of the outsourced function and the starting
date of the cloud outsourcing agreement. It is impor-
tant to note that under the CSSF Cloud Circular a no-
tification may not be sufficient and that a prior
authorization must be requested in the case of the out-
sourcing of a material IT function based on a cloud
service or infrastructure.  

Outsourcing Policy

With regard to the outsourcing policy, the ESMA
Guidelines require that it is consistent with the
IFM’s/depositary’s strategies and internal policies
and processed, including in relation to information
and communication technology, information security
and operational risk management.

Pre-outsourcing analysis

IFMs and depositaries should furthermore conduct a
pre-outsourcing analysis before entering into any
cloud arrangement with a CSP. The analysis should
include: (i) an assessment of whether the outsourcing
concerns a critical or important operational function,
(ii) a risk assessment, (iii) appropriate due diligence on
the prospective CSP, and (iv) an assessment of conflicts

of interests the outsourcing may cause. The ESMA
Guidelines provide further guidance as to the pre-out-
sourcing analysis and due diligence to be performed.
For cloud outsourcing arrangements concerning crit-
ical or important functions, firms are required to assess
additional criteria in terms of risks and suitability of
the CSP in their analysis and due diligence performed. 

Contractual requirements

The contractual requirements contain a list of com-
pulsory clauses to be included in any critical or im-
portant cloud-based outsourcing arrangements,
such as, amongst others, a clear description of the
outsourced function, the start and end date of the
agreement, applicable notice periods, the governing
law and jurisdiction, and exit strategy clauses. The
agreement shall also state whether sub-outsourcing
by the CSP is permitted.

Access and Audit Rights

Cloud outsourcing should not limit the IFMs and de-
positaries’ effective exercise of the access, audit rights
and oversight options on the CSP. To that end, the
“cloud officer” should on a periodic basis update itself
in relation to the cloud functions that are outsourced.
In particular, firms may rely upon pooled audits, third-
party certifications and external or internal audit re-
ports made available by the CSP to decrease their
organizational burden. Again, the principle of propor-
tionality and whether the outsourcing is related to a
critical or important functions are of importance.

Outlook: Timeline for implementation 
& Impact in Luxembourg

IFMs and AIF/UCITS depositaries must ensure com-
pliance with the ESMA Guidelines for new cloud out-
sourcing arrangements entered into as from 31 July
2021 onwards. Existing arrangements will need to
comply with the ESMA Guidelines as per 31 Decem-
ber 2022. At the national level, we expect the CSSF to
formally adopt the ESMA Guidelines by way of a cir-
cular letter. 

Furthermore, whilst the ESMA Guidelines and the
CSSF Cloud Circular overlap in great part, differences
remain in many respects (material scope, obligations,
governance where the CSSF Cloud Circular adds an
extra layer of complexity with the introduction of sev-
eral roles: the CSP, the financial institution client, the
cloud «resource operator» (which can be the client or
another service provider) and the «signatory» of the
contract (which can be the client or the resource oper-
ator)). Therefore, it is absolutely necessary to assure
compliance with both texts concurrently. Indeed, com-
pliance with the ESMA Guidelines does not automat-
ically lead to compliance with the CSSF Cloud
Circular and vice versa. This being said, the CSSF is in
the process of streamlining its outsourcing regulation
and amendments with respect to the current Cloud
Circular, its corresponding CSSF FAQ and the CSSF
application forms are expected in the coming months.
One of the goals would also be to better identify the
goldplating in the CSSF Cloud Circular in comparison
to the ESMA Guidelines. 

Last but not least, this is a space which is in continuous
involvement and do not forget other regulations that
may significantly impact outsourcing operations in
the fund sector, such as the forthcoming EU Digital
Operational Resilience Act (also known as «DORA»)
which will approach the IT organization of IFMs and
fund depositaries from a more holistic view and will
absorb part of the ESMA Guidelines as well as the in-
evitable GDPR. 
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En 2020, plus de 763 émissions obliga-
taires vertes ont été lancées à travers
le monde, atteignant un total de 247

milliards de dollars US, selon une étude*
menée par le cabinet d’avocats internatio-
nal Linklaters. Les émissions vertes servent
à financer des projets respectueux de l’en-
vironnement notamment en termes d’effi-
cacité énergétique, de limitation de la
pollution, de transports propres ou de nou-
velles technologies vertes. 

Les données ont aussi révélé que les 169 émissions
obligataires sociales émises ont rapporté 169 mil-
liards de dollars US en 2020 – soit 12 fois plus qu’en

2019 où le montant s’élevait à 14 milliards de dol-
lars US. 

Les «social bonds» financent des projets à objectifs
bénéfiques sur le plan social en réponse à une pro-
blématique particulière, comme l’accès à des infra-
structures basiques et aux services essentiels, au
logement à prix abordable ou encore la création
d’emplois, le progrès socio-économique ou la for-
mation des personnes.

Melinda Perera, Associée en Marchés des Capitaux
chez Linklaters LLP Luxembourg, a commenté :
«L’émission sans précédent de ces obligations
sociales et la réponse du marché à celle-ci sont une
nouvelle preuve de la demande grandissante des
investisseurs de faire converger leurs stratégies

d’investissement vers un futur durable sur le plan
social, surtout dans la situation unique que nous
connaissons actuellement.» 

La France et le Luxembourg comptent le plus de
revenus des émissions sociales, tandis que le Japon
mène le classement avec le nombre d’obligations
sociales émises.

En tête, les émetteurs français ont récolté 49,8 mil-
liards de dollars US, suivis de près par ceux du
Luxembourg (49,7 milliards de dollars US) – chaque
pays représentant un tiers à lui seul du marché mon-
dial des obligations sociales. Le Luxembourg a enre-
gistré un nombre record d’importantes émissions
obligataires sociales avec les transactions de grande
ampleur lancées cette année par l’Union Européenne

et par la Banque Européenne d’Investissement. En
termes de volume, le Japon (8,8 milliards de dollars
US) est en tête avec 40 émissions de «social bonds».
Les Etats-Unis (9,1 milliards de dollars US) comptent
30 émissions et la France 20.

Linklaters LLP Luxembourg a conseillé les souscripteurs dans le cadre
de la plus grande émission d’obligations sociales à ce jour réalisée par la
Commission Européenne (‘la Commission’). Avec 17 milliards d’euros,
l’émission inaugurale d’obligations sociales liées à la COVID de la
Commission est la plus grande émission obligataire du programme EU
SURE, instrument européen de soutien temporaire afin de limiter les
risques de chômage en cas d’urgence. Cette transaction a aussi vu le
plus grand carnet d’ordres au monde pour une émission obligataire,
tous secteurs confondus, la demande ayant atteint les 233 milliards
d’euros – soit presque 14 fois la somme attendue par la Commission
suite à cette émission.

* Source : Refinitiv - Based on announced date by number of tranches.

La France et le Luxembourg en tête sur le marché
des obligations sociales émises en 2020


