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Every time you contact a
customer or prospect di-
rectly – even through

certain forms of online adver-
tising – you have to bear in
mind the rules that apply to
direct marketing. This is not
only true for e-mails an-
nouncing rock-bottom
prices or prize competitions;
even an automated response to
an enquiry might qualify as di-
rect marketing if it invites so-
meone to visit the website to
see the newest products
or services.

At least, that is how the
Belgian Data Protection
Authority (BDPA) inter-
prets the concept of direct
marketing The new guidance
is nearly 80 pages long, and in-
cludes a range of considerations
that organisations have to take into
account when carrying out – or allow-
ing – any direct marketing activity. From
sections regarding an organisation’s role
(as controller, processor or joint controller) to sec-
tions on the legal grounds available under the
GDPR (legitimate interests, consent etc.), it is a
markedly different product compared to previous
recommendations of the BDPA. In the absence of
a similar extensive guide and taking into account
that the guide is an interpretation of the EU data
protection law which also is applicable in Luxem-
bourg, the following is of relevance for the Lux-
embourg market as well. 

What is direct marketing?

A range of scenarios are covered by the concept of
direct marketing, based on the various illustrations
the BDPA gives thereof:
- Nature of recipient: «direct marketing» covers
both prospects and existing customers.
- Activities covered: the concept covers not only
the actual commercial activity (e.g. the sale of prod-
ucts) but also the broader promotion of the organ-
isation.
- Nature of processing: while the BDPA gave a def-
inition of «direct marketing» that is squarely tied to
a communication, it simultaneously suggests that
«direct marketing» not only covers the communi-
cations themselves but also any processing activi-
ties carried out in the context of marketing
operations, and it gives the example of automatic
adaptations to the price of a product or service on
the basis of a customer profile. We assume, how-
ever, that the BDPA intended for such operations
to be tied to a communication.
- Profit vs non-profit: «direct marketing» does
not require a «for profit» or commercial purpose;
as a result, communications by a non-profit or-
ganisation can also fall within the scope of the di-
rect marketing rules.
- Solicited vs unsolicited: both «solicited» and
«unsolicited» commercial communications are
covered.
- Targeted online advertising & other means of
communication: the concept of «direct market-
ing» covers not only e-mail, SMS, direct messages
on social media etc., but also targeted online ad-
vertising (based on e.g. IP address or other infor-
mation linked to the recipient). Even advertising
distributed by regular mail might be direct mar-
keting if it is e.g. distributed only to non-clients.

Communications with customers and prospects
will therefore often fall within the scope of the def-
inition of «direct marketing».

In order to escape the classification as «direct mar-
keting», it appears that communications must:
- not involve any processing of personal data
(e.g. general publications on the organisation’s
website) or
- not have the intent of promoting anything (not
even the brand), and be carried out solely for the
relevant purpose (e.g. carrying out a customer sat-
isfaction survey, without the aim of promoting
products or services and without any collection of
personal data for further use).

Controller vs processor, and 
reliance on social media terms of use

The guidance includes a reminder for organisa-
tions on how to determine whether they are con-
troller or processor, with nine questions identified
by the BDPA as relevant:
i. Who decides to collect personal data in the first
place, and which type(s) of data to collect?
ii. Who determines the (categories of) persons
targeted?

iii. Who decides on the (categories of) data
to be collected?
iv. Who determines the purposes of the
processing of the data?
v. Who decides on the legal grounds for
the processing (consent, legitimate inter-
ests, etc.)?
vi. Who determines whether the data
should be shared, and if so, with whom?
vii. Who decides on the content of the in-
formation to be provided to data subjects
regarding the processing activity?

viii. Who determines the retention period
for the data?

ix. Who decides on how to respond to data
subjects exercising their rights?

According to the BDPA, these
decisions can only be taken
by a controller. As a result, if

your organisation answers
«we do» for even just one of
those questions, your organi-
sation will be «more than likely
controller», says the BDPA. As

a result, the BDPA is likely to
consider two organisations as «joint

controllers» if they each have the
power to decide on at least one of those nine el-

ements. The BDPA later states helpfully that the
determination of the technical aspects of the pro-
cessing, such as certain security measures, is not
a decisive factor in the classification of a party as
controller or processor. A processor can have
greater expertise than the controller in relation to
the technical measures to be taken, without this
transforming the processor into a controller.

As a result, the processor can decide on secondary
aspects related to the processing:
- the IT systems or other means to be used to collect
personal data;
- the methods for storage of personal data;
- details regarding the security measures for the
protection of personal data;
- the manner in which it will transfer personal data
from one organisation to another;
- the manner in which it will collect personal data
regarding certain individuals;
- the manner in which it will abide by the reten-
tion period;
- the manner in which it will delete or destroy the
personal data in question.

However, the controller must remain free to refuse
the processor’s suggestions or at the very least to
renegotiate the (framework) agreement between
controller and processor.

The BDPA moreover notes that if an organisation
processes personal data collected through social
media platforms, the organisation itself must pro-
vide its own information to data subjects on how
it processes the relevant personal data (Art. 13-14
GDPR). In other words, the organisation cannot
rely on the terms of use of the social media plat-
form in question in relation to that information
obligation (also in relation to the sharing of per-
sonal data with the social media platform).

Using data brokers

The BDPA’s guidance in-
cludes a section on data bro-
kers, with specific instructions
for organisations that might
act as data broker. For organ-
isations calling upon data
brokers to enrich their
datasets, the BDPA stresses
the importance of providing
information to data subjects in
relation to the fact that the or-
ganisation itself has access to
their (enriched) data, in accor-
dance with Article 14 GDPR
(and within the timeframe set
out in that article).

Purposes of processing: 
«for direct marketing 
purposes» too vague?

The BDPA lists various exam-
ples of purposes of processing
in the context of direct mar-
keting, such as:
- Informing customers of the
existence of new products or
services;
- Creating a customer profile;
- Proposing personalised of-
fers for customers’ birthdays;
- etc.

According to the BDPA, this
is the level of detail that has to

be foreseen in the register of data processing activ-
ities and in the privacy statement. It states that in
most cases, stating that«we process your personal data
for direct marketing purposes» is insufficient to pro-
vide precise information, and that the level of detail
required notably depends on the type of marketing
communication (SMS, e-mail, telephone, etc.), its
frequency (monthly, etc.), its content (newsletter,
price reductions, etc.) or even the complexity of the
processing (e.g. detailed profiling).

Right to object vs unsubscribe option

The BDPA makes an interesting comparison of the
right to object under the GDPR and the «unsub-
scribe» option that is required for e-mail marketing
under the e-Privacy anti-spam rules.

In this comparison, the BDPA appears to suggest
that an «unsubscribe» link might present «is-
sues» for compliance with the GDPR require-
ments regarding the right to object, notably for the
following reasons:
- Unsubscribe links are typically in a small font size
and easy to miss
- Wording such as «Unsubscribe» and «Do not con-
tact me» «does not imply that the processing of personal
data for direct marketing purposes will end».

Instead of such a small «unsubscribe» link, the
BDPA seems to suggest deploying a clearly
marked «right to object» section in marketing e-
mails, ideally located between the header elements
(name of the organisation & title of the relevant
offer) and the actual content (the offer itself), with
even an integrated checkbox. From a functional
perspective, though, the BDPA’s recommendation
to have a checkbox appears to ignore the vast dis-
crepancies between e-mail clients and lack of uni-
form support for such functionality; it may have
been more prudent to suggest having a link in-
stead. More generally, the BDPA stresses that such
right to object to processing for direct marketing
purposes is in principle not limited to only direct
marketing communications but also to direct mar-
keting more broadly. As a result, if e.g. profiling ac-
tivities were used in support of such direct
marketing communications and were not used for
any other purposes, they must cease as well.

Consent, transparency & new cookie guidance

A section on the conditions for consent includes
various elements that refer to cookies, by virtue of
which the direct marketing guidance also becomes
a new form of cookie guidance by the BDPA. The
BDPA thus illustrates specific consent by stating
that in relation to cookies, this requires an indica-
tion of the precise purposes of cookie categories
(e.g. distinction between first-party targeted ad-
vertising, third-party targeted advertising and au-
dience metrics / analytics). It also stresses the fact
that by default, intrusive and non-functional cook-
ies must be inactive, and can only be placed after
consent has been given.

Onunambiguous consent, the BDPA uses cookies
again as an illustration, stating that pre-ticked boxes
will lead to invalid consent. In addition, the BDPA
states that it is no longer possible to rely on further

browsing as a basis for consent (i.e. informing a
user that by continuing to browse on the website,
he/she consents to the use of non-functional cook-
ies). The BDPA suggests deploying alternatives to
«Yes / No» buttons to combat so-called «cookie fa-
tigue», such as consent sliders (sliding to one side
to denote consent).

The BDPA stresses the need to be able to document
consent, in particular in the case of orally given
consent. On the duration of validity of consent, the
BDPA merely states that comes down to common
sense and that one must take into account the prin-
ciple of proportionality. The BDPA examines also
the issue of withdrawal of consent, with once
more an illustration by way of cookies and more
specifically third-party cookies. According to the
BDPA, consent withdrawal for third-party cookies
must be possible on the website itself, and consent
will be invalid if the website merely refers to third-
party websites on which the user must look for the
manner of withdrawal of his consent.

Finally, the BDPA includes guidance on trans-
parency (i.e. the obligation to inform data subjects
regarding processing activities), and states
that privacy statements that are linked to in a
website footerare inadequate in its view. Instead,
the BDPA wishes privacy statements to «appear
immediately on the screen, by inviting users of your
website to read it». In addition, the BDPA considers
that the privacy statement cannot be included in
another document such as the terms & condi-
tions of the organisation.

The BDPA makes the same comment in relation to
cookie policies, which must also be separate ac-
cording to the BDPA.

Conclusion: changes afoot

The guidance introduces a range of new require-
ments, in particular as regards the contents and
functionality of privacy statements (and links
thereto), marketing e-mails (and «object» possi-
bilities) and cookie banners & policies. In addition,
the level of detail required in relation to the de-
scription of purposes suggests that registers of
data processing activities will have to be revisited
in many organisations. This guidance also comes
at a time of heightened enforcement by the BDPA,
with the most high-profile case being the
recent cookie-related decision. While the fine it
had imposed in that case (15.000 EUR) may ap-
pear small to some, it represented 1% of the
turnover of the relevant company. But setting
fines aside for a moment, it is useful to recall that
the 2020s will be the decade of trust, and here
transparency – that same transparency that un-
derlies many of the BDPA’s considerations in this
guidance – plays a fundamental role.
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The Belgian data protection authority issues guidance on the 
processing of personal data for direct marketing purposes

When: March 3rd & 4th, 2020  Where: Parc-Hotel Alvisse Luxembourg 
 
Plenary Sessions led by IT Security experts 
March 3rd: What strategy for a sovereign and powerful Cyber security in Europe? 
March 4th: Why cyber-criminals know more than you on your employees? 

Plenary sessions will be followed by conferences and workshops, in English 

For viewing the agenda, registering and selecting the conferences and/or workshops you 
would like to attend, click this link: 

http://luxembourg-security-summit.evenium.net 
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