
On 25 February 2019,
the European
Banking Authority

(«EBA») released its revi-
sed Guidelines on outsour-
cing arrangements («(EBA)
Guidelines»). Such
Guidelines revise and
replace both the current
guidelines on outsour-
cing arrangements which
date back to 2006 and the
EBA guidelines for the use of
cloud service providers by
financial institutions dating
back to 2017. 

Contrary to such
previous guide-
lines, the new EBA
Guidelines have a
very broad scope of
application and apply
to credit institutions,
investment firms sub-
ject to the Capital
Requirement Directive(1)

and payment and electronic
money institutions (together
«Institutions»). Furthermore, the new
EBA Guidelines mean an important increase in
requirements compared to both the current EBA
guidelines and the Luxembourg financial sector
outsourcing framework. Institutions must ensure
compliance with the EBA Guidelines, which
amongst others require a significant update of
outsourcing contracts so as to include an exten-
sive list of compulsory clauses, by (i) 30
September 2019 in respect of any outsourcing
arrangement entered into, reviewed or amended
on or after such date of application, and by (ii) 31
December 2021 at the latest in respect of any exist-
ing outsourcing arrangements.

The vast list of requirements of the EBA Guidelines
can in essence be regrouped under five sections
which chronologically represent the five required
stages of any outsourcing process, notably (1) gov-
ernance, (2) outsourcing policy, (3) pre-outsourcing
analysis, (4) contractual requirements and (5) audit
and monitoring. Under the next headings, we will
per section make a comparison between the main
requirements under the EBA Guidelines and those
contained in the CSSF Outsourcing Circulars (i.e.,
Chapter 7.4 of CSSF Circular 12/552 (as amended
by Circular 17/655) for credit institutions and
investment firms, and Circular 17/656 for other
professionals of the financial sector and for pay-
ment and e-money institutions) and point out the
key differences. Before proceeding with such com-
parison, we firstly set out the key concepts of the
EBA Guidelines as such concepts will reappear in
the comparison exercise. 

In this article we do not discuss the impact of the
EBA Guidelines on CSSF Circular CSSF 17/654 on
outsourcing relying on a cloud computing infras-
tructure, which was updated on 27 March last in
the light of the EBA Guidelines. The revised
Circular CSSF 17/654 will discussed in our next
AGEFI contribution.

Key concepts of the EBA Guidelines

1. Broader and clearer scope of application

The EBA Guidelines have a very broad personal
scope of application and, contrary to the previous
EBA Guidelines on outsourcing arrangements of
2006 apply not only to credit institutions, but to
both credit institutions and investments firm sub-
ject to the Capital Requirements Directive on the
one hand and payment and e-money institutions
on the other hand. 

In terms of material scope, the EBA Guidelines
apply to any outsourcing arrangement which is
defined broadly as «an arrangement of any form
between an institution, a payment institution or an elec-
tronic money institution and a service provider by which
that service provider performs a process, a service or an
activity that would otherwise be undertaken by the insti-
tution, the payment institution or the electronic money
institution». Although differently worded, this cor-
responds in practice to the definition of outsourcing
contained in the CSSF Outsourcing Circulars. That
being said, the definition of «outsourcing» in the
EBA Guidelines is more clear as it specifies that the
activity concerned must be exercised on a recurrent
or on-going basis. The definition is further comple-
mented by a list of seven activities which should
not be considered as «outsourcing», such as a func-
tion that is legally required to be performed by a
service provider (e.g. statutory audit); and the
acquisition of services that would otherwise not be
undertaken by the institution (e.g. utilities; legal ser-
vices; clerical services; etc.).

2. Critical or important functions 

In line with the MiFID II Directive
2014/65/EU, the EBA Guidelines intro-
duce the elaborately defined notion
«critical or important function» which de
facto corresponds to the notion of «mate-
rial function» currently used in the CSSF
Outsourcing Circulars. The conse-
quences of such qualification are how-
ever different. If an outsourcing quali-
fies as «material» under the CSSF
Outsourcing Circulars, a prior authori-
sation must be obtained from the CSSF

or a notification must be done to the CSSF
if the material function is outsourced to a

so-called «support professional of the finan-
cial sector». If an outsourcing qualifies as

«critical» under the EBA Guidelines
however it must comply with a

number of additional
material requirements

which are spread out over
the different sections of the

EBA Guidelines. 

3. The principle of propor-
tionality

All of the requirements set out in
the EBA Guidelines are subject to

the principle of proportionality, mean-
ing that they are to be applied in a manner

appropriate to the institution’s size and internal
organisation, the nature, scope and complexity of
its activities and the outsourced functions in partic-
ular (risks arising from the outsourcing; criticality
or importance of the outsourced function and
potential impact on continuity, etc.). 

Comparison between the EBA Guidelines
and the CSSF Outsourcing Circulars

1. Governance

At a governance level, there is an important differ-
ence between both regulatory texts, notably that
under the CSSF Outsourcing Circulars the out-
sourcing of a core or strategic function is prohibited
whereas under the EBA Guidelines such outsourc-
ing is allowed to the extent that it is done towards
a regulated entity(2). 

That being said, the main principle under both reg-
ulatory texts is the same, notably that outsourcing
should not lead to an outsourcing of responsibility.
The CSSF Outsourcing Circulars prescribe that the
full responsibility remains with the institution
whose management is responsible for the associat-
ed risk and who should have the necessary exper-
tise to monitor outsourcing and who should at all
times keep the control, including over confidential-
ity and in terms of continuity and reversibility. The
EBA Guidelines however impose more specific
and stringent requirements to ensure effective and
control monitoring by the institution in practice,
such as: 
- the holding of a register on outsourcing arrange-
ments, whereby the prescribed elements of infor-
mation to be kept are more extensive in case of an
outsourcing of a critical or important function,
- the obligation for the management body to mon-
itor the outsourcing on a daily basis,
- the allocation of sufficient resources, including the
assignment of responsibilities for the documenta-
tion, management and control of the outsourcing
arrangement and the establishment of an outsourc-
ing function or appointment
of a senior staff member who
is directly accountable to the
management body,
- in respect of critical func-
tions outsourcing: the ability
to within an appropriate time
frame ensure at least one of
the following: (i) transfer the
function to another service
provider; (ii) reintegrate the
function; or (ii) discontinue
the depending business
activities. 

2. Outsourcing policy

Both the CSSF Outsourcing
Circulars and the EBA
Guidelines require a written
outsourcing policy approved
by the management, yet the
EBA Guidelines are more
strict as they prescribe a regu-
lar review and update of the
policy and impose more ele-
ments to be covered in such
policy. Whereas the CSSF
Outsourcing Circulars
require that the policy should
consider the impact of the
outsourcing on the business
and include reporting and

control mechanism and contingency plans and exit
strategies, the EBA Guidelines require amongst
others that the outsourcing policy: 
- details the different phases of an outsourcing life-
cycle and differentiates between several scenario’s
(critical or not, authorised providers or not, intra-
group or not, inside EEA or not),
- determines the outsourcing approval process, as
well as the involvement and responsibility of man-
agement, concerned business lines, etc.,
- includes a procedure to take into account the
impact of critical functions outsourcing,
- includes a business continuity plan for critical
functions outsourcing,
- sets out a conflict of interests procedure (identifi-
cation, assessment and management).

3. Pre-outsourcing analysis

Both the CSSF Outsourcing Circulars and the EBA
Guidelines prescribe a prior impact assessment
before proceeding with an outsourcing arrange-
ment, but the EBA Guidelines contain more
detailed risk assessment requirements. 

The CSSF Outsourcing Circulars require that a pre-
outsourcing analysis encompasses at least: (i) a
detailed description of the outsourcing and the
expected results; and (ii) an in-depth risk assess-
ment (financial, operational, legal and reputational)
whereby special attention should be given to the
fact whether or not the outsourcing is critical, the
possible concentration and dependence risks and
the effective control in case of outsourcing chains.
The EBA Guidelines additionally require that: 
- in case of outsourcing of core functions: (personal)
data focused elements are covered, such as the loca-
tion of the service provider, the types of data and
the security level,
- a comprehensive due diligence is performed on
the service provider, covering operational, financial
and information security suitability,
- the focus is placed on risk mitigation with identi-
fication of the appropriate steps to avoid unneces-
sary risk.

Lastly, the EBA Guidelines underline that the key
principle of proportionality should be kept in mind
when determining the approach to the analysis.
(e.g. less stringent in respect of small institutions). 

4. Contractual requirements

Contrary to the CSSF Outsourcing Circulars which
require an «official and detailed contract (including
specifications)», but do not as such prescribe certain
clauses, the EBA Guidelines contain an extensive
list of seventeen (17) compulsory clauses to be
included in outsourcing agreements which will
require a significant update by the institutions of all
their existing outsourcing agreements. In case of
outsourcing of critical or important functions, the
agreement will furthermore need to specify if sub-
outsourcing is permitted or not and if so, detail a
number of additional elements and conditions in
relation to such sub-outsourcing. 

The list of compulsory clauses includes: 
- governing law of the agreement,
- detailed service levels,
- data access guarantees in case of discontinuation
of the business operations of the service provider,
- termination rights for the institution in five specif-
ic scenario’s, including in case of (i) material
changes affecting the outsourcing arrangement or
the service provider, and (ii) instructions thereto by
the competent authority. In this regard it should be
pointed that in addition to the EBA Guidelines, the

CSSF Outsourcing Circulars determine that the
outsourcing agreement should not include any ter-
mination rights for the service provider in case of
the reorganization or winding up of the institution,
- detailed transition assistance obligations in the
head of the service provider. Such contractual
requirement is imbedded more generally in the
obligation under the EBA Guidelines to have a doc-
umented exit strategy and plan in place which
should cover a number of likely scenario’s, such as
failure on account of the service provider,
- provisions to ensure and safeguard the «accessibil-
ity, integrity, security and privacy of data», including
compliance with the GDPR in case of processing of
personal data. For reasons of completeness we
point out that the CSSF Outsourcing Circulars are
somewhat more specific in this regard as they addi-
tional require compliance with the principles of
«need to know» and «least privilege», i.e. access is
only granted to persons whose functions so
require, with a specific purpose, and their privi-
leges shall be limited to the strict necessary mini-
mum to exercise their functions. 

5. Audit and monitoring

As mentioned above under the heading gover-
nance, even after the contract has been concluded
and the outsourcing project is running, the institu-
tions need to (have the necessary expertise to con-
tinue to) effectively monitor and audit the out-
sourcing and the service provider in particular. In
the CSSF Outsourcing Circulars such requirement
has been translated into a requirement of access for
the CSSF, the statutory auditor and the internal con-
trol functions of the institution to the information
relating to the outsourcing in order to check its ade-
quacy. Such access includes the power to perform
onsite inspections at the premises of the service
provider and external partners. Furthermore, for
the purposes of such adequacy check, external
auditor reports in relation to the service provider
may be relied upon. The EBA Guidelines take a
more pragmatic approach and make a differentia-
tion between critical and non-critical outsourcing.
In case of a critical outsourcing, an unrestricted
access right to the premises of the service provider
and right of audit needs to be foreseen in the out-
sourcing agreement and this both in the head of the
institution and the competent authorities. In case of
a non-critical outsourcing, only the unrestricted
access right for the competent authorities is an
absolute requirement and a risk-based approach
should be taken in respect of the other audit rights.
Such access rights of the competent authorities fur-
thermore extends to other countries (e.g. service
provider located in another country than the insti-
tution). Lastly, it should be pointed out that the
EBA Guidelines allow for the reliance on (i) so-
called «pooled audits», meaning that several insti-
tutions cooperate to audit the same provider; and
(ii) third party certification and internal audit
reports, but not as an exclusive means of audit in
case of critical outsourcing. 
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1) Directive 2013/36/EU on access to the activity of credit institutions and
the prudential supervision of credit institutions and investment firms. 
2) See Section 12.1 Supervisory conditions for outsourcing of the EBA
Guidelines.
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Economie / Fiscalité

Le Baromètre Mensuel PwC, en collaboration avec AGEFI
Luxembourg, est un indicateur de confiance économique qui se
veut être un outil simple et pragmatique visant à capter chaque
mois l’atmosphère économique du Grand-Duché.

Cet indicateur combine les résultats de l’enquête de conjoncture
réalisée par le STATEC sur les perspectives d’évolution de la
production industrielle au Luxembourg avec ceux de l’institut de
recherche allemand ZEW sur le sentiment économique des
analystes et investisseurs pour la zone euro.

L’évolution du baromètre au cours des quatre dernières années est
représentée par le graphique ci-dessous.

Le Baromètre Mensuel PwC
en collaboration avec AGEFI Luxembourg
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Sources: STATEC, ZEW, PwC Market Research Centre

Notre baromètre regagne 13 points ce mois-ci et atteint +5 grâce à
un rebond de la confiance au Luxembourg et en Europe.

Au dernier trimestre de 2018, le PIB luxembourgeois aurait
progressé de 0,3% (+1.7% sur un an) d’après une estimation
provisoire; ce qui porterait la croissance à 2.6% pour 2018. C'est
un peu moins que les 3,0% escomptés par le STATEC
dernièrement, mais cela découle en partie de révisions à la baisse
des trois premiers trimestres de 2018. Le PIB luxembourgeois a
connu un ralentissement au 4ème trimestre 2018 à l'image des
autres économies européennes, notamment le secteur financier (-
2,4% sur un trimestre, -4,1% sur un an). La consommation des
ménages a progressé un peu moins vite que sur les trimestres
précédents, mais demeure dynamique. Sur l'ensemble de 2018,
elle s'est accrue de 4% environ.

En zone euro, alors que l’index ZEW indique un regain de
confiance des investisseurs et analystes, l’indice PMI continue
d’afficher un niveau conforme à une croissance trimestrielle du
PIB de 0,2%. Si le secteur des services est parvenu à maintenir un
rythme plus soutenu, il tend à ralentir à mesure que l’industrie
manufacturière accumule les signaux négatifs.

Un Brexit sans accord pourrait encore noircir la conjoncture
européenne. Les analystes d'Oxford Economics ont estimé
l'impact à court terme de cette éventualité par rapport à un
scénario central de sortie avec accord, en supposant un
relèvement substantiel des barrières commerciales et une
dépréciation de 15% de la livre sterling. La croissance du
Royaume-Uni serait sans doute la plus affectée, alors que la zone
euro enregistrerait une décote de croissance plus modérée, de
l'ordre de 0,3-0,4% à l'horizon 2020. Enfin, le «Brexit Sensitivity
Index» de S&P Global classe le Luxembourg 2ème derrière
l’Irlande en termes d’exposition au Brexit, surtout par le biais des
créances du secteur financier sur le Royaume-Uni et de par
l’investissement direct étranger.

Le Baromètre Mensuel PwC

Financial sector outsourcing: 

The new EBA Outsourcing Guidelines form a significant layer of 
requirements on top of the CSSF Outsourcing Circulars requirements
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